Application layer (5p)
Part I.Research of network applications running on the local computer (0.5 p).
To make it more interesting, start several different network applications on your computer. If you're on Windows, run the XAMPP software package. Launch browser and open several web pages in different tabs.
Next, we will analyze which network applications are running, which ports they use, and so on. Open a command window and run the command "netstat -anb" for Windows or "sudo netstat -46anep" for Linux. A list of active connections and listening ports will appear on your screen
Answer the questions:
1. Whether a web server is running on your computer (you can find it out, for example, by the standard port number). What is the name of this process, and what is its identifier? What other ports does this process listen on?
2. Find all browser connections. Specify the IP addresses and ports of the servers that it has connected to, as well as the ports of the corresponding connections on the local computer (3 - max).
3. Whether you have an SMTP mail server running on your computer SMTP (you can also find it by  the standard port number). What is the name of this process, and what is its identifier?
4. Is the DNS server running on your computer? What interfaces does it listen to? 
5. Find the 3 alived TCP connections. Specify the local port, process name, remote IP address, and remote port for each of them.
Part II. Analysis of network applications running on remote computers (0.5 p).
We will establish connections to remote computers and try to communicate with them. On Windows, the universal Putty client program will help you, on Linux - the "telnet server port" command.
1. Try to establish a connection with a web server. Send it commands in the HTTP language, for example:
GET / HTTP/1.1
Host: name of the web server


At the end of the message, press Enter twice (these are the requirements of the HTTP protocol). Write the command and the received response to the report.
2. Try to establish a connection with some mail server. To do this, use the nslookup program to find the mail server (what type of DNS record corresponds to it?). Connect to it on port 25 and tell the server something understandable in SMTP language, for example, 
HELO LocalDomainName
MAIL FROM: <SenderEmailFromCurrentDomain>
RCPT TO: <ReceiverEmail (he must be registered on this server)>
DATA
From: Name1 <SenderEmail>
To: Name2 <ReceiverEmail>
Subject: subject
Content-Type: text/plain
Letter text
. (this is a dot on a separate line - a sign of the end of the message)
QUIT
Write your commands and server responses to the report.

3. You can talk to someone else, for example: towel.blinkenlights.nl (23 port)
Part III. DNS (4p).
1. Different types of requests to DNS servers (2p).
a. Launch the command window, find out (and write it to the report) the address of your DNS server (ipconfig -all    on Windows or    nmcli d show    on Linux).
b. Choose a computer with a domain name consisting of four or more parts. For example: "www.ca.uky.edu". (Use google search. Everyone should have different computer names!)
c. Use the "nslookup" command on Windows or "dig" on Linux to find out and record the IP address, canonical name, and aliases of the computer under study in the report. How long can information about this host be stored in the DNS server cache? 
The "nslookup" command must be run with the "-d2 " parameter: 
nslookup   -d2 www.ca.uky.edu
nslookup first sends a request  to find out the domain name of your DNS server, then receives a response. This is necessary for nslookup, so that it can then write who the response came from. After that, nslookup asks your DNS server about the host www.ca.uky.edu and prints the received information. Attention! Look carefully for the appropriate lines!
d. Find out the names and IP addresses of all nameservers in the domain of this computer (in the demo example, in the domain ca.uky.edu). 
e. Find out the names and IP addresses of all mail servers in the same domain. 
f. Make the points "1. d" and "1. e" for the domain one level higher (i.e. uky.edu). If there are many servers, write out only four.
g. Make points "1. d" and "1. e" for a domain two levels higher (i.e. edu).
h. Make the points "1. d" and "1. e" for the domain three levels higher (for our example, this is the root ".").
2. Server load distribution (0.5 p).
From the lectures, it is known that in DNS several computers (mirrors) can correspond to the same DNS name. Find the addresses of all mirrors on a computer, such as a search engine server, a well-known mail server, a Microsoft server, or other popular servers.
Will we get the same response if we run the nslookup command from a computer in another country, for example from here: http://centralops.net/co/   ?
3. Structure of the DNS packet (1.5 p). Using the lecture materials, examine the DNS packet in the file dns_tasks.txt corresponding to your variant (data starts from the network layer - as in the slides). Write it down in the report:
a. IP addresses of the sender and recipient (in decimal form)
b. Sender and receiver port numbers (in decimal form)
c. Packet type (client request or server response)
d. For the server response: is the information authoritative?
e. For the client request: Is it recursive? For the server response: Are recursive queries allowed?
f. Number of questions (in decimal form)
g. Number of responses (in decimal form)
h. Number of authoritative sources (in decimal form)
i. Number of additional entries (in decimal form)
j. For the first entry, specify: its type and name
